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finally and forever!”  
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Computer          
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Is Contactless Payment Smart or Insecure? 
Making purchases from your phone 
has become a massive trend in the 
past several years, especially during 
the 2020 pandemic when distance and 
ease were paramount concerns. 
Making fast, seamless transactions 
without the need to swipe, enter a 
PIN, or hand over your card allows 
you to get in and out of the store much 
more quickly. As a bonus, you don’t 
need to carry around a wallet stuffed 
with credit cards, reward and punch-
cards for all of your favorite places. 

Whether you’re paying with a 
smartphone, smartwatch, or NFC-
enabled card, the goal is simple- 
Convenience. That’s the appeal of 
contactless payments. 

With convenience, unfortunately, 
comes a new round of concerns. Is 
this method truly secure, or are we 
opening the door to new risks? 

The Convenience of Contactless 

Contactless payments use NFC (near-
field communication), which works 
only at extremely short distances-
usually within a couple of inches. 

Digital wallets take things a step 
further. Services like Apple Pay and 

Google Wallet never share 
your real card number. Instead, 
they tokenize the information. 
Tokenization means generating a 
unique, one-time code for the 
transaction, so that even if someone 
managed to intercept that data, it 
would be unreadable. It’s essentially a 
disposable card number that exists for 
only a moment. 

Still, no technology is completely   
risk-free. 

The Dangers of NFC 

Because contactless payments 
are designed to work at short 
distances, that alone eliminates many 
of the imagined scenarios. For 
example, let’s consider a common 
concern that someone could secretly 
scan your wallet from across a room. 
Realistically, NFC’s limited range and 
strong encryption make those “tap 
theft” fears pretty unlikely. 

Instead, the biggest vulnerabilities 
tend to involve the things around the 
transaction, and not the action of 
tapping itself. A lost or stolen 
contactless card can be used for small 
purchases without a PIN. A user 
might approve a charge on their phone 
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or watch without noticing the full amount. In rare cases, 
scammers have even used fake card reader terminals. 
Some have attempted to trick systems into thinking the 
real card is present. 

Let’s examine a real-life example of the latter. 

Malware Targeting NFCs 

Unfortunately, even secure technology can be hacked. 
Let’s explore SuperCard X, a relatively new 
Android malware-as-a-service that exploits near-field 
communication to steal payment-card data and enable 
instant cash-outs. 

It’s distributed via a “reader” app on the victim’s phone, 
which captures NFC card data when a card is tapped to 
or placed near the infected phone. It relays the stolen 
card data back to a second “tap-device” in real time, 
which the attacker controls. Their tap-device can then 
emulate the victim’s card at a Point Of Sale or ATM. 

SuperCard X only uses very base-level permissions to 
work. Usually, it just needs access to near-field 
communications. That lets the malware slip right past 
many basic antivirus tools. 

Once it’s infected a device, it turns the victim’s phone 
into a “relay point” that grabs the card’s tap-to-pay 
signal and gives it to the threat actor, thereby turning 
harmless contactless payments into rapid and 
widespread fraud. 

Protecting Yourself While Enjoying Contactless 
Payments 

Device security matters. NFC attacks often begin with a 
smishing or vishing message, which often claims to be 
from the intended victim’s bank. The message says 

something like, “Suspicious outgoing payment detected, 
please call this number to verify.” Always 
be extremely cautious of unsolicited messages about 
your finances, especially if they urge you to take 
immediate action. 

Physical security is also important. Locking your device 
makes it harder to hack, because the threat actor has to 
break through multiple layers of defense. Meanwhile, 
keeping a physical card sitting loose in your wallet is 
easier to pickpocket and use. 

You should also monitor your card transactions 
frequently; if you see unexpected card usage (especially 
contactless/spend outside normal patterns) then report it 
to your bank immediately. 

Conclusion 

So, is choosing contactless payment a smart choice or 
an insecure shortcut? 

For most people, it’s actually safer than traditional card 
swiping… as long as you use it thoughtfully. Keep 
devices locked, act quickly if a card goes missing, and 
stay alert to anything unusual during a transaction. 
Convenience should never come at the cost of security. 
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Download your FREE copy today at  
https://www.cti-mi.com/protectdata626/ 

or call our office at (248) 362-3800 

Free Executive Guide: What Every Small-Business Owner Must Know 
About Protecting And Preserving Their Company’s Critical Data And 

Computer Systems 

This guide will outline in plain, nontechnical English the common mistakes that many small-
business owners make with their computer networks that cost them thousands in lost sales, 
productivity and computer repair bills and will provide an easy, proven way to reduce or 
completely eliminate the financial expense and frustration caused by these oversights.  
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You click a link, sign in, approve the 
MFA prompt, and get on with your day, 
completely unaware that someone else 
just logged into your account at the exact 
same moment.  
 
That scenario surprises many businesses, 
particularly those that rely on multi-
factor authentication (MFA) to protect 
cloud accounts. But this is exactly how 
Adversary-in-the-Middle (AiTM) 
phishing attacks work. Rather than 
stealing passwords for later use, these 
attacks silently hijack an already-
authenticated session in real time.  
 
MFA remains a core control, and getting 
it implemented correctly is still a critical 
first step for any business.  
 
But AiTM attacks exploit something 
MFA was never designed to protect: the 
trusted session that exists after 
authentication has completed.  
 
How AiTM Attacks Actually Work  
 
An AiTM phishing site is not a basic 
replica of a login page. It is a live reverse 
proxy. The attacker’s infrastructure sits 
between the user and the real 
authentication service. Every keystroke, 
redirect, and server response flow 
through the attacker’s system in real 
time. From the user’s perspective, 
nothing looks wrong.  
 
The page behaves exactly like the real 
service, with correct branding, working 
redirects, and a functioning MFA prompt. 
In most cases, the only clue is a slightly 
altered URL that goes unnoticed on a 
mobile screen or when someone is under 
time pressure.  
 
Session cookies  
 
Session tokens act as bearer credentials. 
So, whoever possesses the token can 
access the account, with no password or 
MFA challenge required.  
 

Once the cookie is stolen, the attacker 
imports it into their browser and 
immediately resumes the session. The 
attacker does not need to log in. They 
pick up where the legitimate user left 
off, inside a fully trusted, already-
verified session.  
 
What Happens After a Session is 
Stolen  
 
The aftermath of an AiTM attack tends 
to be quiet, which is what makes it so 
very dangerous.  
 
The attacker is operating inside a 
legitimate, authenticated session. There 
are no failed MFA attempts, no unusual 
login alerts, and nothing in standard 
sign-in logs to signal a problem.  
 
Research from Proofpoint shows that 
attackers who gain access through 
session hijacking commonly create 
hidden inbox rules to redirect mail, 
register additional MFA methods to 
lock in persistent access, monitor email 
threads for financial conversations, and 
use the trusted account to launch 
phishing campaigns against internal 
colleagues or finance teams.  
 
These follow-on actions are a key 
reason AiTM attacks are frequently 
uncovered late, after financial fraud, 
data exposure, or wider network 
compromise has already begun.  
 
Stop Protecting Just the Login Screen 
 
Want to review your identity security 
controls? Contact us at 248-362-3800 or 
schedule a consultation at https://
calendly.com/cti-kim to identify the 
gaps that matter most before an incident 
does it for you.  

Adversary-In-The-Middle Attacks: How Phishing Sites  
Steal Your Active Login 

Get More Free Tips, Tools and Services At Our Website:  http://www.cti-mi.com 
(248) 362-3800 

Security Corner 
 
 

  

Hidden Dangers of “Free”  
Charging Stations 

 
Your phone is on low battery. It’s been 
a long day. There’s no outlet in sight.  
Finally, you see it: A free USB charging 
station. It’s right there at the airport, 
hotel lobby, or conference center.  
It feels like a lifesaver…but it’s also a 
huge security risk.  
 
Although public charging stations are 
convenient, they also introduce a 
threat that many people never 
consider: Someone could steal your 
data through the same cable that 
powers your device in an attack 
known as Juice Jacking. 
 
Why This Matters for Work Devices  
If you use your phone or tablet for 
work — including email, messaging 
apps, file access, and multi-factor 
authentication — then it is not just a 
personal device anymore.  It’s also a 
doorway into your organization.  
Compromising a mobile device can 
expose: Corporate email accounts, 
Cloud storage platforms, Password 
manager access, Authentication apps, 
and Customer data  
 
Safer Ways to Charge in Public  
You don’t have to completely avoid 
publicly charging your devices. You 
simply need to do it safely. Here are 
some better alternatives to try: 
plug your own wall charger into a 
standard electrical outlet, carry a 
portable battery pack, or use a USB 
data blocker, which prevents data 
transfer while allowing power flow.  
 
The key difference is to use power 
outlets, not unknown USB ports.  
If you do not control the charging 
device yourself, then it’s safest to 
assume that some level of risk exists.  
 
For more information about this topic, 
call us at 248-362-3800 or visit: https://
tinyurl.com/4sbzwsn2 
 
 

 June 2026 

https://calendly.com/cti-kim
https://calendly.com/cti-kim
http://www.cti-mi.com
https://tinyurl.com/4sbzwsn2
https://tinyurl.com/4sbzwsn2


Technology Times 

Get More Free Tips, Tools and Services At Our Website:  http://www.cti-mi.com 

     Protecting Accounts 
Payable From AI Fraud 
Use these tips to strengthen 
your Accounts Payable (AP) 
defenses against sophisticated 
impersonation attacks.  
1. Implement Out-of-Band 

Verification: Always 
confirm requests to change 
bank details or approve 
urgent payments through a 
secondary, independent 
channel.  

2. Don’t Rely on “The Look”: 
Assume that a convincing 
appearance alone is no 
longer proof of a legitimate 
request. 

3. Be Wary of Voice Cloning: 
Require secondary 
verification for any verbal 
payment approval.  

4. Standardize Verification 
Habits: Create a culture 
where staff feel safe pausing 
high-risk actions to verify 
details.  

5. Use Layered Access 
Controls: Enforce MFA and 
restrict access to financial 
systems.  

      
     SaaS Offboarding: 10 Tips 
For Eliminating “Zombie” 
Accounts 
Use these 10 tips to conduct a 
thorough “Zombie” SaaS audit 
and protect your sensitive data.  
• Start your search by pulling 

a comprehensive list of all 
SaaS applications connected 
to your primary identity 
providers.  

 

• Cross-reference your known 
inventory with billing 
records, browser extension 
installs, and email domains.  

• Audit your HR exit records 
from the past year and 
check every name against 
your SaaS inventory.  

• Ensure you revoke folder 
access set to “anyone with 
the link”.  

• Check team-provisioned 
platforms like Salesforce, 
Asana, and Notion.  

• Look for smaller 
applications employees may 
have used, such as AI 
writing assistants, survey 
platforms, or data 
visualization tools.  

•  Replace shared team logins 
with individual accounts 
whenever a platform allows 
it to ensure a clean audit 
trail.  

• For each identified 
application, check the 
admin console to see who is 
currently active and when 
they last logged in.  

• Establish a quarterly review 
cadence.  

• For all remaining active 
accounts, ensure MFA is 
strictly enforced.  
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